Week 5 — Operating Systems

Student number: 569091
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Assignment 5.1: Unix-like
Find out what the difference is between UNIX and unix-like operating systems?
¢ UNIX: A trademarked operating system originally developed in the 1970s at Bell Labs. It

a)

b)

d)

f)

strictly adheres to the Single UNIX Specification.

¢ Unix-like: Operating systems that mimic the functionality and design principles of UNIX but

are not certified as UNIX, such as Linux and BSD.

Study the image above named UNIX timeline. Find out who Ken Thompson, Dennis Ritchie, Bill
Joy, Richard Stallman, and Linus Torvalds are and what they have contributed to the
development of UNIX or unix-like systems and to IT in general. TIP! English-language sources
often contain more detailed information about these individuals.

Name

Information

Ken Thompson

Co-creator of UNIX at Bell Labs, designed the
B programming language, a precursor to C.

Dennis Ritchie

Co-creator of UNIX and creator of the C
programming language, which became
foundational for system programming.

Bill Joy

Co-founder of Sun Microsystems, developed
the BSD version of UNIX and the vim editor.

Richard Stallman

Founder of the GNU Project and Free
Software Foundation, promoting open-source
software and creating essential tools for Unix-
like systems.

Linus Torvalds

Creator of the Linux kernel, which became the
foundation for many Unix-like operating
systems. As well as the initial creator of git.

What is the philosophy of the GNU movement?

¢ Freedom to run, study, modify, and share software.
* Opposes proprietary software, advocating for free and open-source software.

Does Ubuntu as a Linux operating system conform to the philosophy of the GNU movement?

Please explain your answer.
Partially:

¢ Yes: Ubuntu uses GNU tools and adheres to open-source principles.
¢ No: It includes proprietary drivers and software, which violates the strict GNU philosophy.

Find out what is the Windows Subsystem for Linux?
A feature in Windows that allows users to run a Linux environment, including command-line
tools and applications, directly on Windows without the need for virtualization.

Find out, which operating system family belongs to Android, iOS and ChromeQS?

¢ Android: Linux-based.

¢ i0S: Unix-based (derived from Darwin, which is based on BSD).

* ChromeOS: Linux-based.
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Assignment 5.2: Supercomputers and gameconsoles

a)

b)

d)

e)

Research on this site what supercomputers are used for and write a short summary of it:
https://www.computerhistory.org/timeline/search/?q=Supercomputer

Summary:

Supercomputers are high-performance systems designed for tasks requiring immense
computational power. They are used for scientific research, climate modeling, space
exploration, genomics, artificial intelligence, and financial modeling, solving complex
problems that involve massive datasets and calculations.

IBM is a company that has already built a number of supercomputers. One of them is IBM's
Roadrunner. The CPU developed for this supercomputer was further developed at a later stage
as the CPU for the PlayStation 3 console. Find out what a PlayStation 3 cluster is and what it was
used for?

PS3 cluster:

A PlayStation 3 cluster involves connecting multiple PlayStation 3 consoles to form a

computing cluster. This approach was used for research purposes, including physics

simulations, cryptographic analysis, and other high-performance computing tasks. The

PS3's Cell processor, derived from IBM's Roadrunner supercomputer CPU, made it

suitable for such tasks.

You can build a supercomputer by putting a few computers together in a cluster. Here's what
Oracle did with a collection of Raspberry Pi's, for example:
https://blogs.oracle.com/developers/post/building-the-worlds-largest-raspberry-pi-cluster
What specific operating system is running on this cluster?

0s:

Oracle's Raspberry Pi cluster runs on Oracle Linux, an open-source operating system

based on Red Hat Enterprise Linux.

Does Oracle's Raspberry Pi supercomputer appear in the list of the 500 fastest supercomputers in
the world? Make a logical decision for this, without going through the entire list.
https://www.top500.org/lists/top500/list/2023/06/

Answer:

No, Oracle's Raspberry Pi cluster does not appear on the Top 500 Supercomputers list.

Such clusters lack the raw computational power, energy efficiency, and specialized

hardware required to compete with the world's fastest systems.

What CPU architecture is used for the PlayStation 5 and Xbox Series X?
What operating systems run on these consoles?
What conclusion can you draw from the answer to the previous question?
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Assignment 5.3: Working with Windows

Take relevant screenshots of the assignments below

a) Practice for about 10 minutes with the & keyboard shortcuts combinations, skip the general
shortcuts in this exercise. Take a look at which screens are opened.

Shortcut: 4 + E: Open File Explorer

B 3 as= LEo=Cc@ & = ET 7}
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Shortcut: & + G: Open Game Bar

Welcome to Game Bar

Game Bar Compact Mode has arrived!

Pl 8 soueC8 ~a
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b) The file explorer can be opened with & + E, Which key combination could you also use?

Key Combination: Use Ctrl + N within an open File Explorer window to open a new
instance.

~ &% Qw0

c) Open the system properties with a & key combination, take a screenshot of the open screen.
Paste this screenshot into this template.

Key Combination: #¥ + Pause opens System Properties.

® Ry System > About
W oalacom

| a co=c8 @

&% O aall0
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d) Open task manager with a key combination. Take screenshots of the tabs: processes (shows
active processes), performance, and users. Place these three screenshots in this template.
Key Combination: Use Ctrl + Shift + Esc to open Task Manager.

Processes: Shows active processes.

Windows 11 -569091

Task Manager

= Processes £ Run new task
P 9% 63% 0% 0%
Name tatu: cPU Memory Disk Network
Apps (1)
O > P Task Manager 89%  289MB  01MB/s  OMbps
@ Background processes (32)
P B Browser 0%  81MB  OMB/s  OMbps
W] COM Surrogate 0%  13MB OMB/s  OMbps
= & Crashpad 0%  07MB  OMB/s  OMbps
a W] CTF Loader 0%  26MB OMB/s  OMbps
S GameBar 0% 22MB OMB/s  OMbps
8] Game Bar Full Trust COM Server 0%  72MB OMB/s  OMbps
) GPUProcess 0%  16MB  OMB/s  OMbps
] Host Process for Windows Tasks 0%  20MB OMB/s  OMbps
> [ Microsoft Network Realtime .. 0%  16MB  OMB/s  OMbps
[ MsMpEng 0% 181MB  OMB/s  OMbps
&) Runtime Broker 0%  04MB  OMB/s  OMbps
2 8] Runtime Broker 0%  21MB OMB/s  OMbps

Performance: Displays CPU, memory, and disk usage. (doesn’t seem to detect the
GPU in the VM, probably cause the drivers aren’t installed)

Windows 11 -569091
Task Manager

Performance B8 Run new task

cpU
g i CPU AMD Ryzen 5 5600X 6-Core Processor
oo o
Memory
IC} T 2,5/4,0 GB (62%)
s Disk 0 (C:)
SSD

Ethernet

Ethernet( f\
S: O R: 0 Kbps
° /

— —~ Y

3

Ut Speed Base speed: 370GHz
Sockets:
24% 3,70 GHz sockets !
irtual processors: 4
Processes  Thresds  Handles  Vitual machine Vs

154 1714 66328 Ucche wa

Task Manager

= Users B8 Run new task &2 Manage user accounts

P % 61% 0% 0%
User Status CPU Memory Disk Network

> & Ray(58) 29%  3129MB  O1MB/s  OMbps
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e)

f)

If you're giving a PowerPoint presentation and you connect your laptop to a projector, Windows
can use the projector as a second screen. For example, you may have Outlook open on your first
screen that you don't show over the projector, while the PowerPoint presentation is displayed on
the projector, or the second screen. Which key combination should you use for this?

Key Combination: Use & + P to switch to projector mode and choose the appropriate
display configuration. (This looks slightly different on Windows 10, alternatively you can
adjust the settings in more detail by going to the display settings.)

&« L2.Co

If you leave the classroom for a while and you leave your laptop behind, it is wise to lock the
screen. Your Apps will continue to run in the background. So, for example, if you're waiting for a
download that takes a while, lock the screen and get a cup of coffee. Which key combination do

you use for this?

Key Combination: #¢ + L locks the screen. (also locked host machine?)

15:45

Wednesday, 8 January
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g) Open the Run screen with a key combination. On this screen, type CMD and press <enter>. Take
a screenshot of this result and paste it into this template.

Key Combination: & + R to open the Run screen.

- -

Type the name of a program, folder, document, or Internet
(=)  resource, and Windows will open it for you.

Open: ‘ CMD

‘ OK Cancel Browse...

B CAWINDOWS\system32cMp X + v

Microsoft Windows [Version 10.6.26100.1742]
(c) Microsoft Corporation. ALl rights reserved

C:\Users\Ray>

Working in the File Explorer

Relevant screenshots copy command:
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Relevant screenshots tree command:

Windows 11 -569091

Cc:\Windows\System32\cmd.e X + ~

Microsoft Windows [Version 16.8.26100.1742]
(c) Microsoft Corporation. All rights reserved.

C:\SAXION>copy Wave.png YEARI\QUARTILEl\Introduction to Programming\
The syntax of the command is incorrect.

C:\SAXION>copy Wave.png "YEAR1\QUARTILEl\Introduction to Programming\"
1 file(s) copied.

C:\SAXION>copy Plug.png "YEARI\QUARTILEl\Introduction to Infrastructures\"
1 file(s) copied.

C:\SAXION>copy Tumble.png "YEAR1\QUARTILE1l\Organizations & IT\"
1 file(s) copied.

C:\SAXION>tree
Folder PATH listing
Volume serial number is 82F1-A591
C:.
YEAR1
QUARTILEL
‘ Introduction to Infrastructures

Introduction to Programming
Organizations & IT
QUARTILE2
Databases
IT fundamentals
IT is in the game
QUARTILE3
QUARTILEY
YEAR2

QUARTILE1
QUARTILE2
QUARTILE3

QUARTILEUY
YEAR3

QUARTILEL
QUARTILE2
QUARTILE3

QUARTILEU
YEARL

QUARTILEL
QUARTILE2
QUARTILE3
QUARTILEU

C:\SAXION>echo %username%
Ray

C:\SAXION>|

Relevant screenshots in the file explorer of the folder c:\Saxion + created zip file.

6] J > ThisPC > LocalDisk(C) > SAXION >

g
i
Ml

L] MName Dater fie Type Size
YEAR1
YEARZ
YEAR3
YEAR4
|-s'| Plug PNG File 794 KB
@Tumble D8/01/2025 16:32 PNG File 199 KE

Wave D8/01/2025 16:32 PNG File 352 KB
i

Perflogs 01/04/2024 09:26 File folde
Program Files

Program Files (xB6)

SAXION

Users

Windows

| S SAXION 08/01/2025 16:43 Compressed (zipp 2417 KB
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Terminating Processes

Relevant Screenshots Task Manager Window:

Windows 11 -569091

(2
Culculaton ™ Task Manager Type a name, pu e PID -
Standard 53 -
= Processes B3 Runnewtask @ End task
P 2% 75% 0% 0%
PU Memor Disk Network
s
Apps (3)
D 3 Calculato 0% 213MB  OMB/s  OMbps
Expand
P @ Firefox (1 02% 381,3MB OMB/s  OMbps
M Task Man End task 1,0% 46,6 MB 0MB/s 0 Mbps
& Resource values
Background ¢ Provide feedback
&= [ Antimalw 0% 24MB OMB/s  OMbps
G (@] Antimalw 0% 165,3 MB 0MB/s 0 Mbps
[ Applicatic 0% 60MB OMB/s  0Mbps
@] COM Sun 0% 2,7MB 0MB/s 0 Mbps
@ COM Sun 0% 1,1MB 0 MB/s 0 Mbps
Search online
(@] COM Sun 0% 05MB 0MB/s 0 Mbps
@] CTF Loader 0% 3,1MB 0MB/s 0 Mbps
@ Host Process for Windows Tasks 0% 22MB 0MB/s 0 Mbps
7] Microsoft (R) Aggregator Host 0%  15MB  OMB/s  OMbps
I
5 ¢ Microsoft Distributed Transact... 0% 0,1 MB 0MB/s 0 Mbps

Install Software

Relevant screenshots that the following software is installed:

* WinSCP: winget install -e --id WinSCP.WinSCP

* Notepad++: winget install -e --id Notepad++.Notepad++
e 7zip: winget install -e --id 7zip.7zip

‘Windows 11 -569091

= Command Prompt

to run as administrator, expect a prompt
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Assignment 5.4: Working with Linux
Copying files:

ray@ray-VMware-Virtual-Platform: ~

:-$ echo "sample text" > ~/example.txt

:-$ cp ~/example.txt ~/Documents/
=S I

UbuntuDesktop - 569091

Q

Files (;; Home |/ Documents

{0 Recent

* Starred =
example.txt

(it Home
Cancel File conflict skip

Documents

§ Downloads Replace file “example.txt"”?

er File with the same name

J1 Music

@& Pictures
Original file
B Videos Size: 12 bytes

Last 8 January 2025 17:05:54

M Trash

® ubuntu24... & 8 January 2025 17:05:30
Select a new name for the destination
+ Other Locations

Apply this action to all files and folders

UbuntuDesktop - 569091

$ cd [etc
S cd ~

Linux uses a unified directory structure; everything starts from /. Windows uses drive letters like C:\.
The /etc directory in Linux and Unix systems is used to store system configuration files. It contains

settings and configuration files for the operating system and installed applications.

Compress files:
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UbuntuDesktop - 569091

ray@ray-VMware-Virtual-Platform: ~

tar -cvf file.tar example.txt

example.txt
tar -xvf file.tar
example. txt
(= c tar -czvf file.tar.gz example.txt

‘ example.txt

View processes:

Install htop:

UbuntuDesktop - 569091

ray@ray-VMware-Virtual-Platform: ~

Use htop:

What htop shows: Real-time system metrics, resource usage, and process management.

VMwareVirtuakPlatform: -

Install software:
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aoe=l

UbuntuDesktop - 569091

-

‘FAb [+
auto mode
update-alternatives
to mode
update-alternatives
6) in auto mode
update-alternatives:
e
update-alternatives:
auto mode
update-alternatives:
mode
update-alternatives
in auto mode
update-alternatives
mode
update-alternatives
in auto mode
update-alternatives
mode
update-alternatives:
in auto mode
Setting up w3m-img

ray@ray-VMware-Virtual-Platform: ~

using fusr/bin/identify-im6.q16 to provide Jusr/bin/identify (identify) in au
using /usr/bin/identify-im6.q16 to provide Jusr/bin/identify-imé (identify-im
using /usr/bin/stream-im6.q16 to provide fusr/bin/stream (stream) in auto mod
using /usr/bin/stream-im6.q16 to provide fusr/bin/stream-imé (stream-imé) in
using fusr/bin/display-im6.q16 to provide /usr/bin/display (display) in auto
using fusr/bin/display-im6.q16 provide fusr/bin/display-imé (display-imé)
using fusr/bin/montage-im6.q16 provide fusr/bin/montage (montage) in auto
using /usr/bin/montage-im6.q16 provide fusr/bin/montage-im6 (montage-imé6)
using /usr/bin/mogrify-imé6.q16 provide Jusr/bin/mogrify (mogrify) in auto
using /usr/bin/mogrify-im6.ql6 provide fusr/bin/mogrify-imé (mogrify-imé)

.5.3+91t20230121-2ubuntus) ...

Setting up libmagickcore-6.q16-7-extra:amd64 (8:6.9.12.98+dfsgl-5.2build2)

Setting up imagemagick

Processing triggers
Processing triggers
Processing triggers
o ing

Processing triggers

8+dfsg1-5.2build2)

for hicolor-icon-theme (0.17-2)

for gnome-menus (3.36.0-1.1ubuntu3)
for libc-bin (2.39-6ubuntu8.3)

for man-db (2.12.0-4build2) ...

for desktop-file-utils (0.27-2buildl)
$ neofetch

dMMMNy
hdmmNNmmyNMMMMh
hm . MMMMMMMNddddy
hNMMM " hyyyyhmNMMMNh
dMMMNh hNMMMd
hhhyNMMNy yNMMMy
yNMMMNyMMh hmmmh
yNMMMNyMMh
hhhyNMMNy yNMMMy
dMMMNh hNMMMd
hNMMM " hyyyyhdNMMMNh
dm < MMMMMMMMddddy
hdmNNNNmyNMMMMh
dMMMNy
yyy

: VMware Virtual Platform None
: 6.8.0-51-generic
: 23 mins
1735 (dpkg), 10 (snap)
: bash 5.2.21

: GNOME 46.0
: Mutter

: Adwaita
: Yaru [GTK2/3]
: Yaru [GTK2/3]
: gnome-terminal

: AMD Ryzen 5 560 (4) @ 3.699GCHz
: 00:0f.0 VMware SVGA II Adapter

: 1145MiB / 3868MiB

What neofetch shows: System information (OS, kernel, memory, etc.).
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Assignment 5.5: Users and permissions on Linux

UbuntuDesktop - 569091

Jan8 17:25

ray@ray-vMware-Virtual-Platform: ~

:-$ mkdir ~/hello

:-$ echo -e "#!/bin/bash\necho Hello <Ray, 569091>!"' > ~/hello/hello.sh
:-4 chmod +x ~/hello/hello.sh

:~-4 chmod 744 ~/hello/hello.s

Assignment 5.6: View the contents of files

Relevant screenshots + motivation

Commands
Command Does
cat Display file contents
wC Count lines, words, and characters
less View file contents interactively
tail View last lines
head View first lines
grep Search for patterns

ray@ray-VMware-Virtual-Platform: ~

:-$ wget https://www.gutenberg.org/files/1661/1661-0.txt -0 ~/sherlock.txt
--2025-01-08 17:27:24-- https://www.gutenberg.org/files/1661/1661-0.txt
Resolving www.gutenberg.org (www.gutenberg.org)... 152.19.134.47, 2610:28:3090:3000:0:bad:cafe:47
Connecting to www.gutenberg.org (www.gutenberg.org)|152.19.134.47|:443... connected.
HTTP request sent, awaiting response... 200 OK
Length: 607504 (593K) [text/plain]
Saving to: ‘/home/ray/sherlock.txt’

/home/ray/sherlock. txt 100%[== ==>] 593.27K 1.12MB/s

2025-01-08 17:27:25 (1.12 MB/s) - ‘/home/ray/sherlock.txt’ saved [607504/607504]

:-$ wc ~/sherlock.txt

12306 107562 607504 /home/ray/sherlock.txt
:-$ grep -n "kingdom" ~/sherlock.txt

“I tell you that I would give one of the provinces of my to
And that was how a great scandal threatened to affect the of
:-$ grep -n "kingdom" ~/sherlock.txt
“I tell you that I would give one of the provinces of my to
And that was how a great scandal threatened to affect the of
:-$ }grep -n "kingdon" ~/sherlock.txt | head -20 && tail -20

Last one should’ve been: grep -n "kingdom" ~/sherlock.txt | head -20 && tail -20
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Assignment 5.7: Digital forensics
Commands:

sudo apt install libimage-exiftool-perl
exiftool ~/Downloads/oldcar.jpg

Findings:

Phone brand: Motorola

GPS coordinates: 53 deg 11' 39.68" N, 6 deg 32' 12.90" E,
Or 53°11'39.7"N 6°32'12.9"E,

Or 53.1943556, 6.5369167

city location: Groningen

Jang 11:15

ray@ray-VMware-Virtual-Platform: ~/Downloads

:-$ cd ~/Downloads
s $ base64 -d email-base64.txt > decoded_image.gif
sl

g i-:Fll 'y
flt"fl.'i'ff!"ff_ Im ["f'l".'lll'
age.qif base6d.txt
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Assignment 5.8: Steganography

UbuntuDesktop - 569091

$ sudo apt install steghide

[sudo] password for ray:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
steghide is already the newest version (0.5.1-15).
0 upgraded, 0 newly installed, © to remove and 132 not upgraded.

- S steghide extract -sf apple2.jpg
Enter passphrase:
wrote extracted data to "message.txt".

s |1

message.txt o) =

runall.sh message.txt X

Hello clas

SS
You have almost completed Week 5.
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Assignment 5.9: Capture disk images
2025-2026 assignment:

Proof that the Debian 13 server stored a back-up image of the Ubuntu 24.04 Desktop VM.
Proof that you can restore the back-up image into an empty VM.
2024-2025 assignment:
Make relevant screenshots + motivation:
e Proof that the FOG server is installed and is functioning correctly.

e Proof that the FOG server has made a back-up of the Windows11 VM or the Ubuntu 24.04
Desktop VM.

2024-2025 Execution:

Ubuntu Server

UbuntuServer - 569001 Virtual Machine Settings

[C] UbuntuServer - 569091

Hardware  Optns

Processors
Device Summary
= Memory 268 Number of processors: 1 -
Mumber of cores per processar: |2 -
{3 Hard Disk (SCST) ] Total processor cres: 5
() en/ovD (SATA) Using file E:\VM-so\ubuntu-2...
i Network Adapter NAT Virbuakzation engine:
[%] usB Controller Presen t [ Virtualize Intel VI-EPT or AMD-V/RVE
< Sound Card Auto detect g i .
[ pisplay ‘Auto detect [ virtuskze CPU performance counters

¥ Devices

Memaory

) sing file E\VM-i...
MNetwork Adapter MNAT
USE Controller Present
Sound Card Auto detect

Display Auto detect

* Description

o e )
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Proof that the FOG server is installed and is functioning correctly.
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>

a4
A
?

o

Lobby: Dashboard
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T3 [LAN] | ISC DHCPv4 | Ser. x | (@ New Host

G 192.168.1.1

O NTP servers
© TFTP server
© LDAP URI

© Network booting

d - Show NTP configuration

- Show TFTP configuration

ced - Show LDAP configuration

Enable network booting

Set next-server IP

)

Set default bios filename
®

sndionly. Kpxe

®
v Set x86 UEFI (32-bit) filename
® ipxe32.ef

Set x64 UEFI/EBC (64-bit) filename
® Set ARM UEFI (32-bit) filename
® pxe32.efi
<
0]
¥
® Set iPXE boot filename

You need both a filename and a boot server configured for this to work.

Set root-path string

Note: string-format: iscsi:(servername):(protocol):(port):(LUN):targetname

Proof that the FOG server has made a back-up of the Windows11 VM or the Ubuntu 24.04 Desktop
VM.

Croate new group

Add 0 group

Mako changes?

Delote sesectad hosts
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